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Effectiveness/Efficiency

Compliance




What Is Internal Control?

_ Sets the tone of an organization.
Control Environment Influences control consciousness

Foundation for all other components

Identification and analysis
Risk Assessment Relevant risks to objective achievement

Policies and procedures
Control activities Achievement of Management
objectives

Information /

e Data Analysis and Exchange
Communication

Processes that assesses quality of
Monitoring internal controls over time




Risk Factors

Lack of management oversight

Inadequate job applicant
screening

Poor recordkeeping

Inappropriate transaction
authorization and approval

Inventory that is small in size,
high in value, or in high demand or
lack ownership identification

Poor segregation of duties or
independent checks

Poor physical safeguards

No mandatory vacations for control
function employees

Unduly large amounts of cash on
hand or in process.

Lack of timely and appropriate
transaction documentation

Easily convertible assets

Inconsistent, vague, or
iImplausible responses to
inquiries or analytical
procedures.




Methods Used

Asset
Misappropriation










Strategy #1.:

Creating a strong internal control structure.

Risk Assessments

Documentation of System

Segregation of Duties

Supervision

Documenting Transactions

Transaction Approvals

Access to Resources




Strategy #2:

Establish & Enforce a formal fraud policy.

1. Written policy signed by all employees

2. Establish or outsource a whistleblower
hotline

3. Create rewards for whistleblowers
4. Prosecute perpetrators

5. Management sets example and
encourages team effort to prevent fraud




Strategy #3:

Know key financial trends and indicators.

Review key benchmarks and
ratios monthly or weekly

e

Review general ledger detail on
income/expense records

Establish and post targeted
profitability goals by
department

i

Mandate monthly
reconciliations by independent
personnel of all accounts




Annual independent

_ Insurance policy reviews
audits

Employee contracts
review







Gambling
or other
expensive
habits

Turning
down
promotion
transfers

RED FLAGS

Avoids
vacation
breaks

Financial
difficulties

Avoids
delegation
of tasks

Unusual
work
schedule




Strategy #6

Create In-house or outsource
professional counseling for employees.

Gambling or other expensive habits
Family illness or other crises

Drug and alcohol addictions
Financial problems

Divorce and major life changes

Organizational issues
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